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Introduction to Real-World Security Needs

With digital technologies securing sensitive information is challenge
m Online shopping (e.g., Amazon, eBay)
m Banking transactions (e.g., PayPal, online banking)
m Sending emails (e.g., Gmail, Outlook)
Vulnerabilities and security threats
m Man-in-the-middle attacks: Interception of communication between parties
m Eavesdropping: Unauthorized access to private communication
m Impersonation: Malicious actors pretending to be legitimate parties
m Integrity risks: Modification of messages or transactions during transmission
Security mechanisms (cryptographic protocols and encryption methods) ensure

m Confidentiality: that payment data remains private and secure
m Authentication: Verify the identity of the cardholder and the merchant
m Integrity: that transaction data is not tampered with during transmission

m Non-repudiation: that parties cannot deny involvement in transactions
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RSA and Public Key Infrastructure (PKI)

RSA is a core component of Public Key Infrastructure (PKI), which
ensures the authenticity and confidentiality of digital communication:

m Digital Signatures: RSA ensures that digital signatures can be verified
by anyone with the public key, while only the private key holder can
sign messages

m Trust in Digital Certificates: RSA is used to verify the integrity of
digital certificates issued by trusted certificate authorities (CAs)

m Securing Online Transactions: RSA enables secure communications
between users and servers, ensuring the integrity and confidentiality
of data
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E-Payments: Introduction, Security and
Confidentiality
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Web Security: SSL

A common RSA-based hybrid cryptosystem is SSL/TLS protocols that ensure
secure transmission of data over the internet, protecting users from cyber threats

m Authentication: How do you ensure that the website you're communicating
with is the one it claims to be?

m Data confidentiality: How do you protect sensitive information like credit
card numbers and passwords during transmission over potentially insecure
networks (e.g., public Wi-Fi)?

m Data integrity: How can you ensure that the data hasn't been tampered
with during transmission?

SSL/TLS is used in secure web browsing (HTTPS HTTPS websites with a
padlock symbol), email communication, and online transactions

m RSA for Key Exchange: RSA is used to securely exchange the symmetric
key during the handshake phase of the SSL/TLS protocol

m AES for Data Encryption: Once the symmetric key is exchanged, AES is
used for encrypting the actual data (web page content or user credentials)
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SSL Protocol: Setup and Communication

Initial Setup:
m The client (e.g., browser) does not possess a certificate

m The merchant (e.g., web server) does possess a digital certificate, which
includes its public key

Certificate Exchange:

m The merchant sends its certificate to the client

m The client now has access to the merchant's public key
Secure Key Establishment and Communication:

m The client generates a random symmetric session key. This key is encrypted
using the merchant’s public key and sent securely to the merchant

m Now, both the client and the merchant share the same symmetric session
key. All further communication is encrypted using this key, enabling fast and
secure data exchange
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SSL Protocol: Features and Handshake

m SSL is not a payment protocol — it can be used for any secure
communication (e.g., sending credit card numbers).

SSL provides:
m Privacy: between two Internet applications
m Authentication: of the server
m Optional authentication: of the client

m Uses enveloping:
m Public-key encryption used to securely exchange symmetric keys
SSL Handshake Protocol:
m Negotiates symmetric encryption method
m SSL Record Protocol:
m Handles packing/unpacking, encryption/decryption of data

IMDAD ULLAH KHAN (LUMS) ePayment Security May 19, 2025 7/75



SSL and TLS

m SSL was so important that it was adopted by the Internet
Engineering Task Force (IETF)

m TLS Protocol 1.0 (RFC 2246) was introduced as a successor to SSL
m TLS is very similar to SSL, but they do not interoperate
m Modern browsers support both SSL and TLS

Goals of TLS:
m Separation: of record and handshake protocols

m Extensibility: easily add new cipher suites

m Efficiency: minimize network activity
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Introduction to Message Digest and Hashing

m A message digest is a fixed-size numerical representation (hash) of a larger
message or data

m Hashing refers to the process of converting data (message, file, etc.) into a
unique, fixed-length hash value using a hash function

The key properties of a message digest and a good hash function:

m Fixed Length: The output (digest) is of fixed length regardless of the input
size

m Deterministic: The same input will always produce the same output
m Fast computation: It should efficiently generate the hash

m Pre-image resistance: It should be hard to reverse the process and obtain
the original message from the hash

m Small changes in input cause significant change in output: A small change in
the message should result in a completely different hash (avalanche effect)

m Collision resistance: It should be difficult to find two different inputs that
produce the same hash value
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Why Do We Need Message Digests and Hashing?

m Data Integrity: Hashing ensures that the data has not been altered. A
change in the input results in a completely different hash

> When downloading files, the hash of the downloaded file is compared with
the expected hash to verify its integrity
SHA-256 hashes are often provided by software downloads websites

m Digital Signatures: In RSA digital signatures, the message digest is signed
instead of the entire message, ensuring efficiency and security

> A secure hash function is crucial signing and verification

m Password Storage: Hashing is used to securely store passwords in systems by
storing only the hash of the password, not the password itself

m Cryptocurrency (Blockchain): Hashing is essential in the functioning of
blockchain. Each block in the chain is hashed, and a tampered block would
alter all subsequent blocks, making it easily detectable
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Common Hash Functions

m MD5 (Message Digest 5): Widely used hash function but is now
considered insecure due to vulnerabilities like collision attacks
> Produces a 128-bit hash value
m SHA-1 (Secure Hash Algorithm 1): Still used in some systems but
has been deprecated for most modern applications due to collision
vulnerabilities
> Produces a 160-bit hash value
m SHA-256 (Secure Hash Algorithm 256-bit): Part of the SHA-2 family,
SHA-256 is widely used and secure for most applications
> Produces a 256-bit hash value and is commonly used in blockchain,
digital signatures, and secure communications
m SHA-3: The latest standard in the SHA family, considered more
resistant to certain attack types than SHA-1 and SHA-2

> used in some new cryptographic protocols for future-proofing
systems
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Digital Signatures

Problem: How can you trust that a document hasn’t been tampered with and
that the signature is from the intended signer?

Traditional signatures are vulnerable to forgery, and it's important to prevent
such tampering in digital transactions

Digital signatures provide a method to

m Authenticity: verify that signature on document comes from expected signer
m Integrity: ensure that signed document has not been altered after signing

m Non-repudiation: ensure that signer can’t deny their signature after signing

Digital signatures, act as a ‘“virtual fingerprint”,
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RSA Digital Signatures: Process

Signing Process:

m The sender generates a hash of the message

m The sender encrypts the hash with their private key to create the signature

Verification Process:

m The recipient decrypts the signature with the sender’s public RSA key

m The recipient compares the decrypted hash with the hash of the received
message. If they match, the signature is valid
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Introduction to ePayment Security

In our tech-driven era, it is extremely important that financial dealings are
shielded competently. A colossal number of exchanges are happening each day,
proving the ever growing necessity of sturdy digital protective measures.
We want to ensure that we are able to maintain the following paradigms:

m Confidentiality: Ensuring that payment data remains private and secure

m Authentication: Verifying the identity of the cardholder and the merchant

m Integrity: Ensuring that transaction data is not tampered with during
transmission

m Non-repudiation: Ensuring that parties cannot deny their involvement in a
transaction
Several cryptographic techniques are used to secure electronic payments:
m Message Digest and Hashing: One-way hash functions like SHA-1 ensure
message integrity

m RSA Digital Signatures: RSA is used to sign transaction data, ensuring its
authenticity and integrity

m Salting and Nonces: Protect against dictionary and replay attacks

IMDAD ULLAH KHAN (LUMS) ePayment Security May 19, 2025 14 /75



Salting and Nonces in Secure Payments

m Salt is a random value added to sensitive data (like passwords) before
hashing, ensuring that even identical inputs produce unique hashes.
This defends against precomputed dictionary or rainbow table attacks

m Nonce stands for “number used once” —it ensures that each
transaction request is unique, even if the data remains the same

m In e-payments, nonces are embedded in session tokens or API
requests to prevent replay attacks, where an attacker could resend a
previous valid request

m The server tracks recent nonces and rejects duplicates or expired
values, ensuring that each transaction is processed only once.

m These techniques are critical in securing authentication protocols and
maintaining the freshness of transactions
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Mastercard /Visa: Techniques for Secure and
Confidential Transactions
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Mastercard: Securing Online Payments

Mastercard's protective framework safeguards against threats like data
breaches, identity misuse, and fraudulent transactions using advanced
technologies.

The major threats encountered in securing online transactions:
m Data Breaches: Sensitive customer information such as credit card

numbers, passwords, and personal data can be exposed if a payment
platform or merchant database is compromised by hackers

m Unauthorised Identity Usage: Attackers may use stolen credentials or
personal information to impersonate legitimate users, gaining access
to their accounts and initiating fraudulent transactions

m Impostor Transactions: Fake or spoofed transactions are initiated by
malicious actors pretending to be trusted entities. These can trick
users or systems into transferring funds or revealing sensitive details

IMDAD ULLAH KHAN (LUMS) ePayment Security May 19, 2025 17 /75



Mastercard: Combating Data Breaches

m Advanced Encryption Standards (AES): Mastercard uses AES-256
encryption to secure cardholder data in transit and at rest. This symmetric
encryption algorithm is widely regarded as unbreakable with current
computing power

m Tokenization Services (MDES): Through the Mastercard Digital Enablement
Service (MDES), sensitive PAN (Primary Account Number) data is replaced
with a token—a unique, randomly generated surrogate value. These tokens
are format-preserving and only valid for specific merchants or devices

m EMV Chip + Dynamic Data: Every chip-based transaction generates a
unique cryptographic code (a cryptogram) that cannot be reused. This
drastically reduces the effectiveness of card cloning and skimming attacks

m TLS and HTTPS Protocols: Mastercard ensures all communications with
merchant servers and payment gateways occur over Transport Layer Security
(TLS 1.2 or higher), securing session data and preventing MITM
(man-in-the-middle) attacks
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Mastercard: Combating ldentity Misuse & Fraud

m Biometric Authentication (ID Check / EMV 3DS 2.0): Mastercard
uses fingerprint and facial recognition through mobile sensors, verified
by FIDO standards, to provide strong, phishing-resistant
authentication

m Behavioural Biometrics: Mastercard analyzes user behaviour patterns
like typing speed and device movement to passively verify identity and
detect anomalies without disrupting the user experience

m Device Binding & Token Device Profiles: Mastercard binds tokens to
trusted devices using details like OS version, geolocation, and device
ID, triggering extra authentication if unusual device activity is
detected

m Al-Powered Risk Engines: Mastercard’'s machine learning models
evaluate transaction risk in real-time based on user behavior, device
data, and merchant history, blocking or flagging suspicious activity
instantly
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Mastercard’s Digital Security
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Securing Online Payments

Problem: Communicate card payment and purchasing data securely to
gain consumer trust.

Need to authenticate the buyer and the seller.

Transmissions need to be kept secure and confidential.

The different systems vary by:

type of public-key encryption
type of symmetric encryption
message digest algorithm

number of parties having private keys

number of parties having certificates
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Overview of E-Payment Protocols: SSL, SET, and
3-D Secure
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Overview of ePayment Protocols

Various protocols are designed to secure online credit card transactions.
These include:

m SSL (Secure Sockets Layer): Provides a secure communication
channel between the client and the merchant.

m SET (Secure Electronic Transactions): A payment protocol that uses
RSA for secure key exchanges and dual signatures for authentication.

m 3-D Secure: Provides authentication without requiring certificates by
using real-time challenges for the user.

Each of these protocols employs RSA in various ways to ensure security in
e-commerce transactions.
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Secure Electronic Transactions (SET)

Secure Electronic Transactions (SET)
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Flow for SET
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Securing Online Payments: SET Protocol Overview

m SET (Secure Electronic Transaction) was developed by Visa and
Mastercard (1996)

m Provides authentication, confidentiality, and integrity for online
payments

m Utilizes digital certificates and encryption for security
m Participants in the SET ecosystem:
m Cardholder: Consumer making the purchase
m Merchant: Business selling goods/services
m Payment Gateway: Interface between internet and financial networks
m Issuer: Cardholder’s bank that issued the credit card
m Acquirer: Merchant’s bank that processes payments
m All parties use digital certificates for authentication and secure
communication

m Digital certificates bind identities to cryptographic keys for secure
transactions
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SET Transaction Flow - Initial Phase

m Step 1: Cardholder-Merchant Interaction
m Cardholder browses merchant website and selects products/services
m Cardholder sends order information and payment instruction to
merchant
m Merchant acknowledges receipt and confirms service delivery details
m Communication occurs over the Internet using encrypted channels

m Step 2: Authorization Request Process
m Merchant forwards payment information through the Internet
m Payment gateway receives the authorization request
m Dual signature technology ensures order information visible only to
merchant while payment details are visible only to financial institutions
m Payment information contains card details, purchase amount, and
transaction 1D
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SET Transaction Flow - Authorization Phase

m Step 3: Authorization Processing
m Gateway converts SET request to standard payment network format
m Request routed through payment network to issuing bank
m Issuer verifies card validity, available funds/credit limit, security checks
m Authorization occurs during purchase in real-time (AT PURCHASE)
m Multiple security validations performed at issuer level to detect fraud

m Step 4: Authorization Response

Issuer sends approval/denial back through payment network

m Gateway converts response to SET format with authorization code
m Gateway includes capture token if transaction is approved
m
m

Merchant receives response to proceed with or abort transaction
Token serves as proof of authorization for later settlement
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SET Transaction Flow - Settlement Phase

m Step 5: Capture Process
m Usually occurs at end of day in batch processing (AT END OF DAY)
m Merchant submits capture request with token to payment gateway
m Capture request includes final amount with any adjustments (tips,
discounts)
m Gateway validates token and initiates settlement process
m Merchant receives confirmation of capture request receipt

m Step 6: Settlement and Clearing
m Payment gateway submits capture information to payment network
m Issuing bank transfers funds to acquiring bank
m Acquiring bank deposits funds to merchant’s account (minus fees)
m Settlement typically takes 1-3 business days to complete
m Complete transaction record maintained for reconciliation
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3-D Secure Authentication

3-D Secure introduces an additional layer of security to online credit card
transactions:

m Authentication: Before a transaction is approved, the cardholder
must authenticate themselves with the issuing bank. This typically
involves entering a password or using a one-time passcode (OTP).

m Real-Time Verification: The cardholder’s identity is verified in
real-time by the bank, ensuring that only the legitimate cardholder
can authorize the transaction.

m Enhanced Security: 3-D Secure prevents fraud by reducing the
likelihood of unauthorized transactions, especially in cases of stolen
credit card information.

The use of RSA encryption ensures the secure transmission of
authentication data between the cardholder, the merchant, and the bank.
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3-D Secure Authentication Flow

The 3-D Secure authentication flow involves several steps to ensure
security:

The merchant sends a payment request to the issuing bank with
transaction details and cardholder information.

The issuing bank checks the cardholder’s details and decides whether
authentication is required.

If required, the cardholder is redirected to the bank’s authentication
page, where they authenticate themselves using a password or OTP.

The bank verifies the authentication, and the result is sent back to
the merchant.

If successful, the transaction is approved. Otherwise, it is declined.

RSA encryption ensures that the authentication data is securely
transmitted between all parties involved.
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3-D Secure and RSA

RSA plays a crucial role in 3-D Secure by:
m Secure Key Exchange: RSA is used to securely exchange session keys
between the cardholder, merchant, and issuing bank.

m Digital Signatures: The authentication request and response are
signed with RSA to ensure the integrity of the data.

m Message Integrity: RSA ensures that the authentication data cannot
be tampered with during transmission, providing assurance that the
cardholder’s identity is authentic.
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Advantages of 3-D Secure

3-D Secure offers several key advantages for e-payment systems:

m Fraud Prevention: By authenticating the cardholder in real-time, 3-D
Secure reduces the likelihood of fraud

m Consumer Trust: The presence of a security layer adds confidence for
consumers when making online payments

m Merchant Protection: Merchants are protected from chargebacks due
to fraudulent transactions, as the cardholder’s identity is verified
before the transaction is processed

m Widespread Adoption: 3-D Secure is supported by many major
payment card networks, including Visa, MasterCard, and American
Express
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Challenges with 3-D Secure

While 3-D Secure provides enhanced security, it has certain challenges:

m User Experience: The additional authentication step can be seen as
inconvenient by some users, especially if they do not remember their
passwords or if OTPs fail

m Merchant Implementation: Some merchants may find it difficult or
costly to implement 3-D Secure due to the added complexity of the
protocol

m Limited Coverage: Not all banks and credit card issuers support 3-D
Secure, which can limit its effectiveness in some regions

m Transaction Abandonment: The authentication step may lead to
abandoned transactions if cardholders experience difficulty during the
authentication process
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3-D Secure 2.0

3-D Secure 2.0 is an updated version of the protocol designed to address
some of the limitations of the original version:

m Improved User Experience: 3-D Secure 2.0 introduces a frictionless
authentication experience by enabling risk-based authentication. If
the transaction is low-risk, the cardholder is not required to
authenticate, reducing friction

m Mobile-Friendly: The new version is designed to work better with
mobile devices, enabling easier authentication via biometrics or
mobile apps

m Broader Data Exchange: 3-D Secure 2.0 allows for the exchange of
more data between merchants and banks, enabling better risk
assessment and fraud prevention

m EMV 3DS: 3-D Secure 2.0 supports the EMV 3-D Secure standard,
providing better security and flexibility in payment systems
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Online Payment Risks: Challenges and Emerging
Threats
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Modern Payment Security: Beyond SET

Transport Layer Security (TLS/SSL)

m Foundation of modern e-commerce security

m Encrypts all data transmitted between customer and merchant

m Simpler implementation than SET with comparable security benefits
3D Secure 2.0 (3DS2)

m Protocol developed by card networks (Visa Secure, Mastercard
Identity Check)

m Risk-based authentication with minimal customer friction
m Uses biometrics, device fingerprinting, and behavioral analysis

m Shifts liability for fraudulent transactions from merchant to issuer
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Tokenization and Digital Wallets

Payment Tokenization: A technique that enhances payment security by replacing card
data with randomized tokens.

m Replaces sensitive card data with unique identification symbols
m Token is useless if intercepted or stolen

m Merchants never store actual card numbers

m Significantly reduces PCl DSS compliance scope

Digital Wallets: Digital alternatives to physical wallets, offering secure and fast
transactions via smartphones and browsers.

m Apple Pay, Google Pay, Samsung Pay, PayPal
m Combine tokenization, biometrics, and encrypted transmission
m Device-specific security elements (e.g., Apple’s Secure Element)

m Support for NFC and in-app/online payments

Improved user experience while maintaining security
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Payment Service Providers (PSPs)

Modern PSP Architecture: PSPs like Stripe, Adyen, Square, and PayPal
have transformed how businesses accept payments.

m Offer a unified platform that handles payment routing, processing,
and settlement across regions and channels

m Abstract away the complex backend logic — no need for merchants
to integrate with multiple banks or card networks

m Provide developer-friendly SDKs and APls that support credit/debit
cards, digital wallets, bank transfers, and more

m Enable merchants to scale globally with built-in support for
currencies, languages, and payment methods

With a PSP, even small businesses can launch secure, scalable payment
systems in days rather than months
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Security & Compliance in PSPs

End-to-End Security: PSPs integrate multiple layers of security to protect both
merchants and consumers

m Use strong encryption protocols (TLS/SSL) to secure data in transit
m Sensitive payment information is tokenized and stored in secure vaults
m Merchants never touch or store actual card data — reducing breach risk

Regulatory & Fraud Protection: Staying compliant and detecting fraud is
increasingly automated

m PCI DSS compliance is handled entirely by the PSP — offloading a huge
burden from businesses

m Real-time fraud detection engines analyze behavioral patterns, geography,
and risk scores.

m Support for GDPR and PSD2 requirements, including Strong Customer
Authentication (SCA)

m Shared intelligence across the PSP’s network helps identify fraud early
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Al and Advanced Fraud Prevention

Real-time Fraud Detection Strong Customer Authentication (SCA)
m ML models analyze transaction m Mandatory in EU (PSD2) and
metadata (amount, location, other jurisdictions
device)

m Combines two of the following:
m Behavioral biometrics (e.g., typing

thi k PIN
speed, touch patterns) = Something you know (PIN,

password)
m Device fingerprinting to flag m Something you have (device,
anomalies card)

m Something you are

m Network-wide fraud intelligence (biometrics)

sharing
m Enforced through 3D Secure 2 and
similar protocols
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Open Banking and Next-Gen Payments

Open Banking vs Traditional Payments

Traditional Payments Open Banking

Payment Flow Card-based via intermediaries  Direct A2A via bank APls

Cost Higher processing fees Lower fees, fewer intermediaries
Security Relies on card/token Strong authentication required
Speed Can be delayed Real-time settlement

Emerging Technologies
m FIDO2 / WebAuth: Secure passwordless login
m Blockchain: Immutable ledgers for transactions
m Zero-Knowledge Proofs: Privacy-preserving verification
m CBDCGs: Digital currencies issued by central banks
m Decentralized ID: Control over personal identity
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SET vs Modern Payment Security

Architectural Shift

SET (Secure Electronic Transaction) Modern Payment Systems

Monolithic protocol stack Modular and composable layers
Requires dedicated client software Runs natively on browser/device

Based on digital certificates Based on tokens and dynamic secrets
Merchant-managed security Provider-managed, cloud-based security

User Experience Improvements
m Biometric and seamless low-risk authentication
m No manual certificate management
m Mobile-first UX with fast checkout flows
m Real-time processing with high reliability
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Regulatory Frameworks

Payment Card Industry Data Security Standard (PCl DSS)

PCI DSS sets 12 mandatory security requirements for organizations
handling cardholder data, with regular assessments and vulnerability scans
to maintain compliance.

Regional Regulations
m EU (PSD2): Requires Strong Customer Authentication (SCA) to
enhance the security of online transactions

m US (EFTA and Regulation E): Protects consumers against
unauthorized electronic fund transfers

m China (Payment and Clearing Association): Defines payment system
security standards

m International Standards (ISO 27001, ISO 8583, ISO 20022): Establish
secure, standardized messaging and data protection frameworks for
global payments
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Mobile Payment Security Challenges

Device-Specific Vulnerabilities

m OS Fragmentation: Inconsistent mobile OS versions and patching create security
gaps

m Excessive Permissions: Apps request unnecessary access, risking user data exposure

m Malware Apps: Malicious apps compromise device integrity and capture payment
data

m Device Loss: Stolen devices expose stored payment credentials to fraud

m Secure Elements vs. HCE: Both offer protection but have security trade-offs

Mitigation Strategies

m RASP detects and blocks real-time malicious activity

m App shielding and code obfuscation resist reverse engineering

Jailbreak/root detection identifies compromised devices

m Device binding links payment credentials to trusted devices

Transaction signing ensures only trusted devices authorize payments
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Emerging Threats in Payment Security

Advanced Attack Vectors
The landscape of payment security is constantly evolving, with advanced
attack vectors becoming more sophisticated:

m Automated Clearing House (ACH) fraud, where fraudulent
transactions bypass traditional security systems

m API abuse, where attackers exploit vulnerabilities in payment APIs

m Session hijacking and man-in-the-middle attacks that allow attackers
to intercept sensitive payment data

m Social engineering and phishing campaigns targeting users to obtain
payment credentials.

m Credential stuffing attacks that use stolen databases to perform
unauthorized transactions

m Supply chain attacks, where fraudsters target payment processors to
manipulate transactions
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Emerging Threats in Payment Security

Sophisticated Fraud Techniques

New fraud techniques are also emerging:

m Synthetic identity fraud, where criminals create fake identities to
conduct illegal transactions

m Transaction laundering, a technique where fraudulent funds are
hidden in legitimate payment flows

m Business Email Compromise (BEC) is used to manipulate payments
by impersonating legitimate business contacts

m Authorization manipulation attacks exploit weaknesses in the
authorization process to complete fraudulent transactions

m Deepfake voice technology is now being used to bypass voice-based
authentication systems
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Cross-Border Payment Security

International Payment Challenges
Cross-border payments face unique security challenges:

m Regulatory fragmentation across countries, leading to inconsistent
security standards

m Currency conversion risks, where fluctuations can affect the value of
transactions

m Differences in security standards by region, resulting in inconsistent
levels of protection

m Heightened fraud risks in specific corridors, such as emerging markets
or high-risk regions

m Anti-money laundering (AML) and Know Your Customer (KYC)
requirements can differ across borders, complicating compliance
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Solutions for Cross-Border Payments

Security Solutions

Several solutions aim to address these challenges:

The SWIFT gpi security framework improves transparency and
reduces fraud in cross-border payments

ISO 20022 standardizes messaging protocols, making cross-border
payments more secure and efficient

Real-time Gross Settlement (RTGS) systems ensure that payments
are settled instantly and securely

Distributed ledger technology (DLT) offers increased transparency
and security in payment processing

Regional payment networks like SEPA (Single Euro Payments Area)
and Faster Payments ensure secure and efficient domestic transactions

Enhanced screening for high-risk transactions is crucial for
maintaining security across borders

IMDAD ULLAH KHAN (LUMS) ePayment Security May 19, 2025 50/75



Security Economics and Trade-offs

Balancing Security vs. User Experience
m Balancing strong security with smooth user experience is critical; too
much friction leads to checkout abandonment

m Each added security step can reduce conversion by 5-15%. Risk-based
authentication dynamically adjusts security based on transaction risk

m Customer tolerance varies across markets; mobile users abandon
transactions more easily than desktop users
For example, requiring OTPs for every transaction can frustrate loyal
users, while trusted devices could allow biometric-only verification. In
regions with poor internet, multi-step authentication can cause failed
transactions and lost sales
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Balancing Security and User Experience

Economic considerations when implementing e-payment security:

m Implementing strong security (e.g., biometrics, MFA) can be costly,
especially for small businesses

m Fraud prevention reduces transaction losses but adds monitoring and
detection costs

m Consumer trust drives e-payment growth and depends on effective
security measures

Cost-effective security strategies:

m Using machine learning for real-time fraud detection

Applying layered security (encryption, tokenization, authentication)

Promoting user education to reduce social engineering risks

Partnering with vendors to share fraud prevention costs
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Emerging Technologies in E-Payments: NFC,
Crypto and Blockchain
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Contactless Payments and NFC Technology

One major reason for the success of Apple Pay and Google Pay is the easy
“tap-to-pay” method enabled by NFC technology

m NFC enables short-range (< 4 cm) wireless communication between
devices

Operates at 13.56 MHz for secure two-way data exchange

Supports three modes:
m Reader/Writer: Devices read/write NFC tags
m Peer-to-Peer: Devices exchange data directly
m Card Emulation: Device acts as a smart card for payments

m Uses ASK modulation and Manchester coding
Data transfer rates: 106, 212, or 424 kbps
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NFC Protocol Stack and Algorithms

Anti-collision Protocols:
m Reader detects and communicates with one NFC tag at a time
m Uses tree-based binary search or ALOHA-like anti-collision methods

Security Layers (not native to NFC):
m Symmetric Key Cryptography: AES for secure transactions
m Public Key Infrastructure (PKI): Certificate-based identity verification

Payment Protocol (EMV Contactless):
Device emulates a smart card
Terminal selects app via AID (Application Identifier)

Cryptographic exchange with Dynamic Data Authentication (DDA)
or CDA

NDEF Format (NFC Data Exchange Format):
m Lightweight binary message format.

m Supports data types like URLs, contact info, commands
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NFC vs Other Short-Range Protocols

Feature NFC Bluetooth QR Code

Range <4 cm Up to 100 m Visual only

Setup Time < 0.1s 6-10 s User-initiated

Power Con- Very low Medium Passive

sumption

Use Cases Payment, Audio, File Shar- URLs, Tickets,
Access, ing, loT ID Check
Pairing
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Cryptocurrencies and Cryptography

Cryptocurrencies are digital or virtual currencies that use cryptographic
techniques to secure transactions, verify transfers, and control the creation
of new units

m First introduced with Bitcoin in 2009

m Based on decentralized blockchain technology

m No central authority — trust is replaced by code and cryptography

m Examples include Bitcoin (BTC), Ethereum (ETH), USDC, and more

These currencies enable fast, borderless, and programmable financial
transactions
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Role of Cryptographic Algorithms

Cryptography ensures the integrity, security, and authenticity of blockchain
transactions. Core cryptographic components used include:

m Hash Functions (e.g., SHA-256): used for linking blocks and securing
data

m Digital Signatures (e.g., ECDSA): prove ownership and authorization
of transactions

m Public Key Cryptography: wallets use public-private key pairs to
manage funds securely

m Merkle Trees: optimize and verify transactions within blocks
efficiently

These algorithms are fundamental to building trust in a trustless system
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Blockchain Structure and Cryptocurrency

A blockchain is a distributed ledger that records transactions across many
computers. In cryptocurrencies:

m Blocks: Contain batches of transaction data

m Chain: Blocks are linked together using cryptographic hashes

m Miners/Validators: Participants who verify and record transactions
[

Consensus Mechanisms (e.g., Proof-of-Work, Proof-of-Stake): Ensure
agreement on the state of the blockchain

This structure enables a secure, immutable record of transactions,
preventing tampering or fraud
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RSA: The Foundation of Modern Cryptosystems
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Digital Signatures in Crypto Transaction

Digital signatures play a vital role in ensuring transaction integrity and
security in the cryptocurrency ecosystem:

m Private Key: Used by the sender to sign a transaction, proving
ownership

m Public Key: The recipient uses it to verify the signature

m Transaction Verification: Each transaction contains a unique
signature, proving that the sender authorized it

The use of public-private key pairs ensures that only the rightful owner
can authorize a transaction
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Blockchain Cryptographic Workflow

Blockchain Process Steps
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Common Fraud in ePayments

E-payment systems face several types of fraud:

m Card Not Present (CNP) Fraud: Occurs when payment details are
stolen and used for online transactions where the cardholder is not
physically present

m Account Takeover: When an attacker gains access to a legitimate
user’s account and performs unauthorized transactions

m Phishing and Social Engineering: Fraudulent attempts to obtain
sensitive information such as login credentials by tricking users

m Refund Fraud: When fraudulent transactions are reversed by the
attacker to receive illegitimate refunds

These types of fraud highlight the need for strong authentication and
encryption mechanisms in e-payment systems
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Techniques for Fraud Prevention

Several techniques are employed in e-payment systems to reduce fraud:

m RSA Digital Signatures: RSA is used for ensuring the integrity and
authenticity of payment transactions by signing payment details,
making it difficult for attackers to tamper with the data

m Tokenization: Sensitive data such as credit card numbers are replaced
with a token that can only be used for specific transactions, reducing
the risk of theft

m Two-Factor Authentication (2FA): In addition to a password, the user
is required to authenticate via another factor, such as an OTP sent to
their mobile device, ensuring that only the legitimate cardholder can
approve transactions

m Machine Learning & Al: Fraud detection algorithms use machine
learning to analyze transaction patterns and flag suspicious activity in
real-time
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RSA and Fraud Prevention

RSA is a powerful tool for preventing fraud in electronic payment systems:
m Secure Transactions: RSA is used to encrypt payment information
during transmission, preventing it from being intercepted by attackers

m Digital Signatures: RSA provides a way for the cardholder or
merchant to sign transaction data, ensuring that the data has not
been altered and that the source is authentic

m Certificate-Based Authentication: RSA is used in SSL/TLS protocols
to authenticate the identity of merchants and cardholders, ensuring
that transactions are conducted only with legitimate parties
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Real-Time Fraud Detection

Real-time fraud detection is a critical component of e-payment systems:

m Transaction Monitoring: Payment processors and banks continuously
monitor transactions for signs of fraudulent activity, such as unusual
spending patterns or geographical discrepancies

m Behavioral Analytics: Machine learning models analyze historical
transaction data to detect anomalies in real time. For example, if a
cardholder suddenly makes a large purchase in an unfamiliar location,
the system can flag this as suspicious

m Geolocation Verification: Payment systems can verify that the
cardholder’s location matches the location of the transaction,
preventing fraud in case of stolen card information

These techniques, combined with RSA-based encryption, provide a layered
defense against fraud in e-payment systems.
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Tokenization and RSA

Tokenization is a process that enhances security by replacing sensitive
information with a unique token:

m The cardholder’s payment information, such as the credit card
number, is replaced with a token that has no meaningful value
outside of the system.

m RSA Encryption is used to securely store and exchange tokens,
ensuring that only authorized systems can access the original data.

m Tokenization reduces the risk of credit card data being compromised,
as attackers can only obtain tokens that are useless outside the
context of the transaction.

By using RSA for secure token generation and exchange, payment systems
can prevent data breaches and mitigate the risks associated with storing
sensitive payment data.
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Challenges in Fraud Prevention

Despite the use of advanced cryptographic techniques, e-payment systems
still face several challenges in preventing fraud:

m Complexity of Detection: Fraud detection algorithms must balance
between identifying legitimate transactions and avoiding false
positives, which can frustrate legitimate customers

m New Fraud Techniques: As fraud prevention mechanisms improve,
fraudsters continuously evolve their tactics, using methods such as
social engineering and fake identity generation

m Customer Involvement: Some fraud prevention measures, like 2FA,
require customer participation, which can result in resistance or lower
adoption rates

m Cost of Implementation: Advanced fraud prevention systems,
including machine learning algorithms and tokenization, can be
expensive to implement and maintain
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RSA in Payment Gateways

In payment gateways, RSA encryption ensures the confidentiality, integrity,
and authenticity of transaction data:

m Secure Key Exchange: RSA is used to securely exchange session keys
between the merchant, the payment gateway, and the issuing bank,
ensuring that the transaction data is encrypted

m Digital Signatures: RSA-based digital signatures authenticate both
the merchant and the customer, ensuring that the transaction is valid
and authorized

m Data Integrity: RSA ensures that the transaction details sent through
the gateway are not tampered with, providing trust in the system

Without RSA and other cryptographic techniques, payment gateways
would be vulnerable to fraud and data breaches.
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Payment Gateway Architecture

A typical payment gateway architecture involves multiple components
working together to ensure secure transactions:
m Merchant's Website: The merchant initiates the payment request,
sending the transaction details to the payment gateway
m Payment Gateway: The gateway receives the payment request and
encrypts the transaction data using RSA before forwarding it to the
payment processor
m Payment Processor: The payment processor decrypts the data,
verifies the transaction, and forwards it to the card issuer
m Issuing Bank: The bank verifies the cardholder’s information and
approves or declines the transaction. The response is then sent back
through the gateway to the merchant
RSA encryption ensures that the transaction data is protected at every
step of this process.
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RSA in Payment Gateway Protocols

Payment gateway protocols incorporate RSA for various security features:

m 3-D Secure: RSA is used to authenticate cardholders and secure
payment data during online transactions

m SSL/TLS Encryption: RSA is employed in the SSL/TLS protocols to
encrypt communication between the merchant, payment gateway, and
issuing bank

m Tokenization: RSA is used to encrypt payment information, which is
then replaced by a token for further processing, preventing sensitive
data from being stored or transmitted insecurely

RSA's role in these protocols ensures secure key exchange, data
confidentiality, and integrity, all critical for preventing fraud and
maintaining trust in the payment system.
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Challenges in Payment Gateway Security

Despite the strong security provided by RSA, payment gateways face
several challenges:

m Complexity of Integration: Payment gateways must integrate RSA
encryption with various systems, including merchant websites,
payment processors, and banks, making the implementation complex

m Key Management: Managing RSA keys securely is critical. If private
keys are compromised, attackers can decrypt sensitive data or forge
signatures

m Latency and Performance: RSA encryption and decryption, especially
with larger keys, can add latency to transactions, affecting user
experience

m Evolving Threats: Attackers continuously evolve their techniques to
bypass security, requiring payment gateways to stay ahead with
updates and patches
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The Future of E-Payments
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Digital Wallets

A digital wallet stores various forms of payment information, such as credit
card details, debit card details, and even loyalty card information:

m Secure Storage: Payment data is encrypted and securely stored within
the digital wallet, ensuring that sensitive information is not exposed
to unauthorized access

m Transaction Management: Digital wallets manage payment
transactions, such as initiating payments, storing transaction history,
and handling receipts

m Convenience: Digital wallets make transactions faster and more
efficient by eliminating the need for users to repeatedly enter payment
details for each transaction

RSA is also used in digital wallets to ensure the security of stored data and
the integrity of transactions.
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The Evolution of E-Payment Methods

The landscape of online payments is rapidly evolving, with new technologies and
methods transforming how consumers make payments:

m Contactless Payments: With NFC technology, consumers can make payments with
just a tap of their phone or card.

m Biometric Authentication: Facial recognition, fingerprint scanning, and voice
identification will replace passwords for enhanced security.

m Cryptocurrency and Blockchain: Cryptocurrencies like Bitcoin and Ethereum are
becoming more mainstream, offering decentralized and secure alternatives to
traditional payment methods.

m Central Bank Digital Currencies (CBDCs): Governments are exploring digital
currencies to improve payment systems and combat fraud.

The future of online payments will be faster, more secure, and increasingly
decentralized, driven by the integration of emerging technologies.

Modernized Digital payments
payment methods of tomorrow
Digital Buy now, Real-time  Cryptocurrency
wallets  pay later (BNPL) payments
nmi
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