Discrete Mathematics

Number Theory & Cryptography

m Divisibility and Congruence

m Modular Arithmetic and its Applications

m GCD, (Extended) Euclidean Algorithm, Relative Prime
m The Caesar Cipher and Affine Cipher, Modular Inverse
m The Chinese Remainder Theorem

m Fermat’s Little Theorem and Modular Exponentiation

m Private and Public Key Cryptography, The RSA Cryptosystem
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Pseudoprimes

Theorem (Ancient Chinese)

Let n be a prime, then 2" 1 =, 1

Some thought that the converse was also true!
The converse is not true!

2340 =, 1, but 341 = 31-11

Composites having this property are called pseudoprimes
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Fermat's Little Theorem

Theorem (Ancient Chinese)

Let n be a prime, then 2" 1 =, 1

Theorem (Fermat's Little Theorem)

Let p be a prime, then
| pr)[a, then aP~1 =, 1

m aP =, a, for every integer a

Please read your book for Carmichael numbers
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Fermat's Little Theorem

Fermat's Little Theorem: Let p be a prime, If p J( a, then aP~1 =1 J
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Fermat's Little Theorem

Fermat's Little Theorem: Let p be a prime, If p J( a, then aP~1 =1 J

p=11,a%=1forall a > [FLT]

m For some a's the exponent gets to 1 before 10 =p —1
m Patterns are of lengths that divides 10

m The values a for which all numbers 1 < k < 10 appear are called
generators
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Fermat's Little Theorem: Modular Exponentiation

Given int b and ints n,p > 1, find b” % p

When modulus is prime, we use FLT to speed up

Find 2261 9% 29
2061 — 9p28+28+5 _ 9928 . 9928 . 935 — 1.71.225
bk % p repeats after k reaches p — 1, so we use

B %p = bV p

22601 05 29 — 261%28 0p o9 — 225 9 29
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71027 _

82354454459932700149554622847160692519756619023062232427396015584374
99958382473242998087956437374131434593042920370824813986091608202695
03301672056029937808578799506374779881698816017119148232704767843317
10110203798777291466521314775901838301156488182731136678470694472304
89386021161960816645682600107523260601395803318744511904090680348951
83321084488463006318582294519193149813795294091072551244801135441743
89278535778657471699254109989815064297655489544635083531049920621844
45250200344772694140346323000340833641384408455897645626220181349309
70842222614787846583153327598198625424746207198681572552482656563032
02463264976263071006154023466326481984207474225925621916886286895666
77101890054018914525531500897548585341110302017650695463976958126547
33981665536889605328989166044793868231891471438474687310952477472556

7321851877420158736581518028903696311777623045939543 % 13 = 6

71027 04 13 = 7l027%1204 13 — 779 13 = 823543% 13 = 6
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